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Presenter:

The Chair opened the meeting at 2:02pm.

present at the meeting accepted the minutes as & true and'accurate record.
Christopher Smith spoke to the action log:

e seven actions have been completed
e one action is open:

approve.

Presénter: Christopher Smith

The Chair called for declarations of interest to be made. No declarations were made.

The minutes of the 7 August 2020 meeting were provided for the Committee to endorse. Members

- to address the urgent procurement action from the previous meeting, the Procurement Policy
has been updated and will be presented to the Corporate Governance Group (CGG) to

The paper was taken as read,

Statements.
The next ARMC meeting is on 25 November 2020.

Presenter:

The focus of the ARMC meeting-on 18 August 2020 was the preparation of the Annual Financial

has requested that a cyber security presentation be provided.

briefing.

Decisions _

The new schiedule of risk owners’ briefings to ARMC was approved at the CGG meeting on 24
September 2020.

A risk owner briefing will not be provided at the ARMC meeting on 25 November 2020. The Committee

The next risk owner briefing will be provided at the ARMC meeting in March 2021. Christopher Smith
will speak with the Office of the Deputy Director-General, Policy about information to be included in the

The Committee:

Page 1 of 5




DEPARTMENT OF THE PREMIER AND CABINET
RISK COMMITTEE

. MINUTES OF MEETING: 10 November 2020

endorsed the Risk Committee meeting minutes of 7 August 2020
noted the Risk Committee action log as at November 2020

noted the Audit and Risk Management Committee (ARMC) update
noted the new schedule of risk owners’ briefings to ARMC.

nternal Audit and Risk Services to assist the Office
of the Deputy Director-General, Policy about the
risk owner briefing to the March 2021 ARMC
meeting.

Christopher Smith

26 February 2021

Specific Areas of Focus

Presenter: | Christopher Smith

The paper was taken as read.

The Risk Champions Network met on 18 September 2020 to consider the potential impacts of the
election and the Savings and Debt Plan, on enterprise risks, divisichal risk registers, and the COVID-19
operational risk register.

Updates to the risk management dashboard and the divisional risk registers were noted at the CGG
meeting on 24 October 2020.

Internal Audit and Risk Services is working with Financiai Services to ensure the Fraud and Corruption
Risk Register is aligned with the CFO Assurance Statement.

Presenter: | Christopher Smith
The paper was taken as read.

The COVID-19 operational risk register was noted at the CGG meeting on 24 October 2020.

The Committee:
endorsed the top 10 enterprise level risks (30 October 2020)
noted the DPC Risk Manzgement Dashboard (30 October 2020)
endorsed updates made to the Risk Register (30 October 2020)
noted the Fraud and Coritption Risk Register (30 October 2020)
n 9 Operational Ri i tobe

Presenter

i1 lan Gibson

The paper was taken as read.

The department may have to seek additional funding if further work is required to mitigate cyber security
risks for an information asset if identified as a part of the ISMS process.

ThekCommittee:
¢ noted the department’s cyber security risks and the impact of the Savings and Debt Plan on risk
mitigation.
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Presenter: | lan Gibson

The paper was taken as read.

The focus at the Information Steering Committee meetings was on the implementation of the
Information Security Management System (ISMS), security awareness and simulated phishing
campaign statistics.

The paper was taken as read.

The Director-General has signed the ISMS/IS:18 Reporting and assurance attestation.

The ISMS implementation plan will be updated to include actioris arising from the assurance review.
The updated plan will be presented to the CGG, and the Risk-Committee.

The paper was taken as read.

Reports identified in the Environmental Scan have been shared with relevant DPC staff.

Internal Audit and Risk Services will develop a process for the tracking of DPC actions,
recommendations and better practice suggestions that are not captured through existing reporting
processes.

The Committee:
¢ noted the Information Steeriiig Committee Minutes of 23 July 2020, 26 August 2020 and 25
September 2020
e noted that DPC is continuing activities to mature the ISMS, including identifying and classifying
key information assets
¢ noted that the ISMS/IS:18 Annual Reporting and assurance attestation was signed by the

Director-General
¢ noted the Environmental Scan (August — October 2020).

|Person | DeadlinelS -
Christopher Smith 26 February 2021

Internal Audit and Risk Services will develop a
process for the tracking of DPC actions,
recommendations @nd better practice suggestions
(where not captured through existing reporting
processes).

Part 5

51 | RiskChampion
Presenter:  Christopher Smith

The Risk Champions Network met on 18 September 2020 to consider impacts of the election and the
Savings and Debt Plan on enterprise risks, divisional risk registers, and the COVID-19 operational risk
register.

The Risk Champions training approved at the last Risk Committee meeting will be delivered in 2021.
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Risk Ma ity of

Presenter: ChristopherSmith

The Risk Management Community of Practice (RMCoP) has been established. Membership is open to
all interested Queensland Government employees.

Two meetings have been held and members have been activity engaged in the discussions. ltems
discussed have included managing risks associated with election commitments and Machirery of
Governance changes, enterprise risk management systems, and engaging management in risk
management discussions.

Presenter: | Christopher Smith S
A minor amendment has been made to Section 6 Membership, removing the role of the Deputy
Director-General Criminal Justice System Reform Framework Program Management Office.

Two additional amendments have been requested. An updated Terms of Reference will be distributed
with the draft Risk Committee minutes.

Presehter: Christopher Smith | |

Media and data intelligence services provided to Queensland Gevernment by a third party provider
were compromised due to a successful cyber-attack.

Learnings for the Department include:

o the need to revisit long standing contracts io ensure security considerations and related key
performance indicators are included

o ensuring third party providers have business continuity plans and practices in place, and that
providers can provide assurance that continuity of services will be provided

o due to the scale of the attack, staff need to be vigilant about cyber security and attempted
phishing

o documentation of the interim solution used, should a similar situation arise

o the provision of training to staff to confidently manage contracts

o clarification over who takes thelead for whole of government contracts when the issue is
technology/cyber related

Collaboration between Housing and Public Works, the DPC Procurement Team and DPC IT was
excellent.

Christopher Smith advised the Committee that an internal audit of the operational effectiveness of
DPC'’s risk management frainework will commence on 24 November 2020.

Impact to the business wiii be minimal. The Internal Audit and Risk Services Audit team will collate
documentation for Ernst and Young and will be the main point of contact.

e endorsed amendments to the Risk Committee Terms of Reference
¢ noted the Risk Champions update

e noted the Whole of Government Risk Management update

e noted the Thought Leadership article.

20 November 2020
distributed to the Committee.
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Next meeting: TBA
Meeting closed: 2:55pm
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Venue Level 29, Meeting Room 29.02, 1 William Street, Brisbane and
Microsoft Teams
Organiser Kathy Reeve
Agenda
1. Preliminary Matters 1
Agenda Risk Committee Meeting - 10 Novemper 2020 (1).docx 2
Agenda ltem 1.2 - Risk Committee minutes of 7" August 2020 (for 3
endorsement).docx
Agenda ltem 1.3 - Action Log.xlIsx 7
Agenda ltem 1.4 - Audit and Risk ilanagement Committee (ARMC) 8
Update.docx
Agenda [tem 1.4 - Attachment 1 - Audit and Risk Management 9
Committee Minutes of 18 August 2020 (endorsed by the Chair).docx
1] Agenda ltem 1.5 - Schedute of Risk Owners Briefings to ARMC.pptx 13
2. Specific Areas of Focus 14

Agenda Item 2.7 - Strategic risk update and risk dashboard.docx 15
{-] Agenda Iter 2.1 < Attachment 1 Risk Management Dashboard.pdf 17
<] Agenda ltern 2.1 - Attachment 2 - Risk Register October 2020.pdf 18
<] Agenda itern 2.1 Attachment 3 Fraud and Corruption Risk Register 27
(October 2020).pdf
Agenda ltem 2.2 - COVID-19 operational risks.docx 32

=] Agenda Item 2.2 - Attachment 1 - COVID-19 operational risk register as 33
at 30.October 2020.pdf

3. Risk Management Update 37

Agenda Item 3.1 - Outcomes of the Cyber Risk Assessment and 38
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Savings and Debt impacts.docx

4. Standing Agenda ltems 42
®| Agenda Item 4.1 - Information Steering Committee Minutes.docx 43
Agenda ltem 4.1 - Attachment 1 - Information Steering Coinmittee 44
Meeting Minutes of 23 July 2020.docx
Agenda ltem 4.1 - Attachment 2 - Information Steering Committee 48
Meeting Minutes of 26 August 2020.docx
] Agenda ltem 4.1 - Attachment 3 - Information Steering Committee 53
Minutes of 25 September 2020.docx
Agenda item 4.2 - Information Security Management System Working 58
Group update.docx
Agenda item 4.3 - Environmental scan October 2020.docx 60
@] Agenda item 4.3 - Attachment 1 - Envirchmental scan Oct 2020.docx 61

5. Other Business 73
®] Agenda ltem 5.3 - Risk Commiittee Terms of Reference (draft).docx 74
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